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Abstract 

Despite the proliferation of messages sent over the Internet, text messaging is still used as a 

communication service. Smartphone users often suffer from unwanted text messages that may 

contain fraudulent links. This study presents a novel approach that combines the Equilibrium 

Optimizer (EO) algorithm with a Deep Learning model for detecting SMS spam messages. The 

proposed method aims to enhance the performance of spam classification by leveraging the 

optimization capabilities of the EO algorithm and the powerful feature representation of Deep 

Learning models. The EO algorithm is utilized to optimize the training process of the Deep 

Learning model, enabling it to effectively learn and classify spam messages from legitimate 

ones. Experimental results on a real-world SMS spam dataset demonstrate the effectiveness of 

the proposed approach in achieving high accuracy and robust spam detection performance. The 

integration of the EO algorithm with Deep Learning models offers a promising solution for 

improving SMS spam detection systems and combating the increasing threat of spam messages 

in mobile communication networks.  
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1. Introduction  

The Short Message Service (SMS) provides a service for sending short text messages (160 

characters) via phone. The Global System first used it for Mobile Communication (GSM). Due 

to the widespread use of mobile phones, the SMS service has grown due to its use by millions of 

mobile phone users. Spam has become a widespread problem that threatens users' privacy and 

the security of their data due to the risk of phishing and fraud[1]. Every day, more companies 

discover that the existence of a means that enables establishing a special relationship directly 

with the customer via mobile phone enables speedy communication from customers and speedy 

delivery of advertisements and offers.[2]. SMS has emerged as one of the most important 

wireless services. SMS is used in mobile marketing campaigns, which is profitable for phone 

companies and advertisers [3]. 
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Spam is the process of spreading unwanted and irrelevant content, and it may be observed in 

many areas such as e-mail, SMS, websites, Internet telephony, etc.[4] 

Spammers are people who want to make quick money who use the same spamming techniques 

until they are stopped by anti-spam software. They use different Internet addresses with different 

email accounts so they can bypass firewalls.[5] 

 

2. Literature Review 

2.1 AI studies 

The study of [6] proposed a model for classifying e-mail messages using machine learning. Two 

data sets were used to test the model. The model showed satisfactory results in terms of accuracy 

compared to other recent models. The proposed model has three outputs a CSV file with the 

spam email IP addresses (of originating email servers), a map with their geolocation, as well as 

a CSV file with statistics about the countries of origin. In  [7] they presented a mixed approach 

to classifying spam messages based on the Neural Network model Paragraph Vector-Distributed 

Memory (PV-DM). This approach is considered a more comprehensive candidate for classifying 

spam, as it showed results superior to the results of the filter PV-DM and the BOW email 

classification methods. 

In [8] The Dense Network, Long Short-Term Memory (LSTM), and Bi-directional Long Short-

Term Memory (Bi-LSTM) models were used to predict whether a text message was important 

or random. The results showed that the Dense Network model was the best because it gave a loss 

of 14.22%. and an accuracy of 95.63%. The study of [9] used Deep Machine Learning 

Techniques to create a model to classify SMS messages from a data set containing 5574 

messages. Test results for the model showed an accuracy of up to 99.82. 

The study [10] proposed a modified transformer model to detect spam. The model was evaluated 

on an SMS Spam Collection v.1 dataset and UtkMl’s Twitter Spam Detection Competition 

dataset, and the model achieved accuracy results on accuracy, recall, and F1-Score with the 

values of 98.92%, 0.9451, and 0.9613, respectively. 

2.2 AI NN(RNN) studies  

In the study [11]These messages are primarily intended to distribute emails for commercial or 

financial gain. This study proposes an approach that uses machine learning techniques to address 

spam SMS messages. The approach involves various components, including datasets, data 

cleaning, exploratory data analysis, and feature engineering. The ultimate goal of spam detection 

is to protect users from spam-related issues. 

In this study [12] , extensive experiments were conducted on diverse datasets to evaluate the 

performance of the system across multiple metrics, including accuracy, precision, recall, and 

computational efficiency. The results demonstrate the effectiveness of the approach in accurately 

identifying spam messages while minimizing false positives. Moreover, the system is scalable 

and adaptable to dynamic spam techniques, making it suitable for real-time deployment. The 



Asma Ibrahim Gamar Eldeen, Ikhlas Saad Ahmed, Nahla O. A. Mustafa, Amel Mohamed Essaket Zahou, Amal Abdallah AlShaer   

2920                    Evolutionary Studies in Imaginative Culture 

study emphasizes the role of AI and machine learning in combating SMS spam, ensuring a secure 

and hassle-free communication environment for mobile users worldwide. 

In this study[13] , a new method using RNN is proposed to classify spam and junk mail with 

sequences of varying lengths, despite using a fixed sequence length. The proposed study 

achieved a significant improvement, with an accuracy of 98.11. 

In this study[14], the original SMS spam repository database was used, and after pre-processing 

and discrimination, specialized machine learning methods and algorithms were applied to the 

information base. 

 

3. Proposed Model  

In this paper, we proposed a model for identifying and classifying spam messages. The model 

includes three stages: the data preprocessing stage, the spam recognition stage, and finally the 

control stage. 

 

Figure.1 proposed model 

Data Preprocessing  

Training RNN Model 

Implement the Equilibrium Optimizer algorithm 

Evaluating the refined deep learning model 

Applying the Equilibrium Optimizer 

Evaluating RNN Model 

Building RNN Model  
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3.1 Preprocessing the data: 

Collect a labeled dataset of Android messages, where each message is labeled as either spam or 

not spam. Preprocess the data by performing tokenization, removing stop words, and vectorizing 

the messages to numerical representations. 

a. Load the SMS dataset, which should contain a collection of labeled SMS messages 

(spam or non-spam). 

b. Perform any necessary data preprocessing steps, such as removing stopwords, 

tokenizing the text, and converting it into numerical representations suitable for deep learning 

models. 

c. Split the dataset into training and testing sets. 

3.2 Building the deep learning model: 

Choose a deep learning architecture suitable for text classification, such as a recurrent neural 

network (RNN), a convolutional neural network (CNN), or a combination of both (e.g., an 

LSTM-CNN model). 

Define the layers of the model, including embedding layers, recurrent or convolutional layers, 

and fully connected layers. 

Compile the model with an appropriate loss function (e.g., binary cross-entropy) and optimizer 

(e.g., Adam). 

3.4 Training the deep learning model: 

Fit the model to the training data, specifying the number of dataset and size. Monitor the training 

progress, including the loss and accuracy on the training set. 

3.5 Evaluating the deep learning model: 

Evaluate the trained model on the testing set to measure its performance. 

Calculate metrics such as accuracy, precision, recall, and F1 score to assess the model's ability 

to classify spam and non-spam messages. 

2. Equilibrium Optimizer: 

 Implement the Equilibrium Optimizer algorithm. The EO algorithm involves maintaining a 

population of candidate solutions and iteratively updating them based on the equilibrium 

concept. The algorithm aims to find the optimal solution by balancing exploration and 

exploitation. 

3. Applying the Equilibrium Optimizer: 

After training the deep learning model, you can apply the Equilibrium Optimizer algorithm to 

fine-tune the model's parameters further. 
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Initialize the Equilibrium Optimizer and specify the hyperparameters, such as the population 

size, maximum iterations, and convergence criteria. 

Implement the Equilibrium Optimizer algorithm to optimize the model's parameters. This can 

involve adjusting the weights and biases of the deep learning model based on the Equilibrium 

Optimizer's search strategy. 

Iterate the Equilibrium Optimizer algorithm until convergence or a specified number of 

iterations. 

4. Evaluating the refined deep learning model: 

After applying the Equilibrium Optimizer, evaluate the refined deep learning model on the 

testing set. 

Compare the performance of the refined model with the original model to assess any 

improvements. 

We used Accuracy, Precision, Recall, and F1 Score to evaluate the performance of the study 

model. Accuracy is the percentage of samples that the model was able to classify correctly. 

Accuracy =
TP + TN

TP + TN + FP + FN
 

  

Precision is the quality of a positive prediction made by the model 

 

Precision =
TP

TP + FP
 

 Recall measures how many positive samples were correctly classified 

 

Recall =
TP

TP + FN
 

F1 Score integrates precision and recall into a single metric to gain a better understanding of 

model performance. 

 

F1 =
2 × Percision × Recall

(Percision + Recall)
 

 

 

 

(1) 

(2) 

(3) 

(4) 
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4. Result and Discussion  

This study evaluates the performance of spam detection model and others models designed for 

SMS spam detection. The proposed model utilizes a comprehensive dataset features, and then 

underwent training and evaluation on the same dataset,  

In Figure 3 and 4, an extensive comparison result of the proposed model is provided . The results 

indicate proposed model based on accuracy is 9847% whereas Naive Bayes Accuracy: 

0.97847533632287, Multilayer Perceptron Accuracy: 0.979372197309417 and Decision Tree 

Accuracy: 0.9704035874439462 

 

Figure.2 Proposed model Accuracy result 

 

Figure.3 Evaluation measures comparison 
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Table 3 Evaluation measures comparison results of the proposed model for the detection of 

SMS spam 

Techniques Accuracy Precision  Recall F1 Score 

Dataset 0.98 0.99 0.89 0.94 

Table 4 Evaluation measures comparison results of the Naive Bayes Classification of SMS 

spam 

Techniques Accuracy Precision  Recall F1 Score 

Data set 0.97 0.99 0.99 0.99 

Table 5 Evaluation measures comparison results of the Multilayer Perceptron Classification of 

SMS spam 

Techniques Accuracy Precision  Recall F1 Score 

Data set 0.97 0.98 1.0 0.99 

Table 6 Evaluation measures comparison results of the Decision Tree of SMS spam 

Techniques Accuracy Precision  Recall F1 Score 

Data set 0.97 0.98 0.99 0.98 

 

5. Conclusion  

In this study, we have introduced a novel approach that combines the Equilibrium Optimizer 

(EO) algorithm with a Deep Learning model for detecting SMS spam messages. By leveraging 

the optimization capabilities of the EO algorithm and the feature representation power of Deep 

Learning models, we have demonstrated promising results in enhancing the performance of SMS 

spam classification. 

Our experimental results on a real-world SMS spam dataset have shown that the proposed 

approach achieves high accuracy and robust spam detection performance compared to traditional 

methods. The integration of the EO algorithm into the training process of the Deep Learning 

model has enabled the model to effectively learn and distinguish spam messages from legitimate 

ones. 

The findings of this study underscore the potential of combining metaheuristic optimization 

algorithms such as the EO algorithm with Deep Learning models for improving SMS spam 

detection systems. This hybrid approach offers a promising solution for addressing the growing 

challenge of spam messages in mobile communication networks and can be further extended and 

applied to other text classification tasks. 

Future research directions may include exploring the adaptability of the proposed approach to 

different types of spam messages, optimizing hyperparameters of the EO algorithm for improved 

performance, and investigating the scalability of the model to larger datasets. Overall, the 

Equilibrium Optimizer with Deep Learning Model presents a valuable contribution to the field 
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of spam detection and holds potential for enhancing the security and efficiency of 

communication systems. 
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